As at 15th Feb 2016

MetCentre / 60 Margaret Street, Managed by Colliers International
General Privacy Policy
YOUR PRIVACY IS IMPORTANT TO COLLIERS INTERNATIONAL
Colliers International recognises the trust you are placing in us through your dealings with us. We are
committed to the protection of your personal information. Our policies comply with our obligations under
the Australian Privacy Principles that form part of the Privacy Act 1988 (Cth) and are intended to protect
your privacy in respect of any personal information that you may provide to us.
Colliers International and their respective managed property, MetCentre and 60 Margaret Street,
Sydney may collect personal and other information in the circumstances set out below. We refer to
each of these entities in this policy as “us”, “we”, or “Colliers”.
WHAT PERSONAL INFORMATION COLLIERS GENERALLY COLLECTS AND
WHY:
Customers
Colliers collects information from customers in a number of different ways. These include the following:
In connection with competitions or signing up to email or mobile newsletters, customers provide us with
their contact details. Colliers collects these details to contact competition winners, and to inform
customers about events, activities and promotions, both in centre and as part of Colliers and
MetCentre’s other activities. Customers have the option to opt out from receiving this information.
Colliers - managed shopping centres and car parks are under video and camera surveillance. When
entering MetCentre and the Secure car parks, customer’s personal information and images may be
collected by Colliers we may also collect customer’s personal information and images from third parties
(for example, the police or retailers) in connection with the management and security of the Colliers
managed shopping centres. This information may be used by Colliers in connection with the
management and security of the MetCentre and may be provided to law enforcement and government
bodies, Colliers staff and subcontractors, third parties who provide Colliers with services from time to
time, insurers and retailers for those purposes. The licence plates of vehicles parked by customers in
car parks may also be collected and used for the above purposes and also to assist customers to
locate their cars.
When customers use mobile applications developed by Colliers, or logon to Wi-Fi provided at
MetCentre or third party applications utilising Colliers infrastructure (including Bluetooth beacon
networks), customers provide Colliers with certain information including their contact details. Colliers
collects this information to enable customers to be informed about upcoming events, activities and
promotions, both in centre and as part of Colliers other activities, and sponsor and retailer promotions,
and other activities which will be notified to customers as they sign in to use those facilities.

When customers purchase, redeem or are provided with MetCentre gift cards, they may provide
Colliers with their contact details. These details are used for card fulfilment purposes and, if customers
opt in, to contact customers about events, activities and promotions, both in centre and as part of the
MetCentre’s other activities.
In addition to the purposes set out above, this information may be used by Colliers in connection with
the management and security of the MetCentre shopping centre generally, and may be provided to law
enforcement and government bodies, insurers, Colliers staff and subcontractors, third parties who
provide Colliers with services from time to time and retailers for these purposes.
Retailers
Colliers may collect the following type of personal information from unincorporated retailers, guarantors
and other individuals related to retailers during negotiations for, and during the term of, the
lease/licence for premises, kiosks and other activations at MetCentre shopping centres:






name, address and date of birth;
contact and insurance details;
ABNs;
information as to retailers’ financial standing and retailing experience; and
other financial and trading information.

Colliers requires this information to evaluate whether the relevant centre owner should enter into a
lease, licence or other agreement with a retailer; to assist Colliers in the preparation of that document;
to manage Colliers relationship with retailers; in connection with the management and security of the
MetCentre and in order to monitor the performance of the shopping centre. Occasionally, the
information may also be made available to others in connection with these activities, in order for those
people to provide services to Colliers or as required by law, as well as to third parties in connection with
any transactions involving the ownership of the centre.
If the retailer provides Colliers with direct debit or direct credit details, Colliers will only disclose those
details to Colliers bank to facilitate the provision of that service.
Additionally, as noted above MetCentre is under video and camera surveillance. When entering
MetCentre, the personal information and images of retailers and their staff may be collected by Colliers.
This information may be used by Colliers in connection with the management and security of the
MetCentre and may be provided to law enforcement and government bodies, insurers, Colliers staff and
subcontractors, third parties who provide Colliers with services from time to time and other retailers for
those purposes. This information is held securely and in a format which is access controlled, unless it is
necessary to use this information for these purposes.
Security Holders
MetCentre maintains security registers through an external service provider, currently SCGS (Southern
Cross Group Services). Colliers requires SCGS to comply with the requirements of the Privacy Act
1988 (Cth) when performing these services.

Suppliers
If you, or a company you work for, supplies goods or services to Colliers, Colliers may collect personal
information about you in connection with the provision of those goods or services, either directly from
you or from that company. This information may include your name, date of birth, contact information,
and any other information you provide, or provided on your behalf, as part of our induction and
compliance processes. This information will be used for the purposes of managing the provision of
those good or services. Colliers maintains records for this purpose through Rapid Induct. Colliers
requires Rapid Induct to comply with the requirements of the Privacy Act 1988 when performing these
services on their behalf.
Unsolicited Information
If we receive personal information about you that we did not ask for either directly from you, from
someone on your behalf, or through someone on our behalf, and we determine that we could have
collected this information from you had we asked for it, we will take reasonable steps to notify you, as
soon as practicable, that we have collected your personal information. If we could not have collected
this personal information, we will lawfully de-identify or destroy that personal information. Any
unsolicited information provided by you, someone on your behalf or someone on our behalf, will be
used for the purposes for which it was provided.

OTHER INFORMATION WE COLLECT
We may also collect the following information from you:










where devices are enabled to connect to, or are identifiable by, in-centre infrastructure (for
example, in-Centre Wi-Fi networks or blue tooth transmitter (beacon) infrastructure), we and
our third party providers may automatically collect data from those devices including usage,
type of device and location and proximity of your wireless device in-Centre, centre arrival and
departure time, and other data which users consent to us collecting from time to time;
audience measurement information which may be collected passively using various
technologies that identify the demographic, age group and gender of shoppers;
the fully qualified domain name from which you accessed our websites, or alternatively, your IP
address;
device ID number (MAC address);
the date and time you accessed each page on our websites;
the URL of any webpage from which you accessed our websites (the referrer);
cookies which track your visits to the our web sites; and
the web browser that you are using and the pages you accessed.

We are collecting this information (and may use or hold this information) for the following purposes:





so that we can tell which web pages are the most popular and where shoppers spend most of
their time;
to improve our website;
for the purposes of and incidental to your use of in-Centre Wi-Fi services (if applicable);
to measure and analyse shopping behaviour in order to improve our Centres and otherwise in
connection with our business;




to send to you special deals and discounts based on your location or known web usage;
for other purposes to which you, either expressly or impliedly, consent to, and for the purposes
set out in these terms and conditions, we may provide this information to Colliers agents,
contractors, service providers, joint venture and commercial partners and regulatory authorities,
and may transfer your personal information to others in countries outside Australia (including to
those that operate our cloud servers outside of Australia).

Colliers International may use the anonymised data for the purposes set out above and to inform our
promotional and marketing strategies, as well as research and profiling purposes. If you access or login to an in-Centre Wi-Fi service, and we already hold other non-personal information that can be
associated to you or the device on which you are accessing the Wi-Fi service (including, but not limited
to a device ID number (MAC address), then that non-personal information may be linked with personal
information we hold about you as set out in these terms and conditions, and will be treated in the same
manner as the personal information to which it has been linked.

WHO COLLECTS THE INFORMATION
Personal information collected about individuals (as described above) may be collected by, or on behalf
of:



members of the Colliers Group; and
the owners of the MetCentre.

Information may also be collected by Colliers on behalf of other people as set out in notices given to
individuals, or consents given by individuals, at or prior to the time the personal information is collected.

HOW YOUR PERSONAL INFORMATION IS STORED AND KEPT SECURE
All personal information collected by Colliers is held securely, whether on Collier’s physical files, in
Collier’s computer systems or in a database (which may be hosted by Colliers or a third party on
Colliers behalf). This information is only made available to Colliers staff on a ‘need to know’ basis or to
other people as outlined in this policy who have agreed to treat that information confidentially. These
databases are protected by a firewall as well as host-based security. Your personal information may be
transmitted over the Internet once it has been stored in a database and may also be transferred across
borders to recipients in foreign countries, where doing so is part of Colliers ordinary business practices
relating to the storage of data and where permitted by law.
If Colliers ever has a requirement to transmit such data over the Internet (for example, to make an offsite back up) it will be in encrypted form. By providing us with your personal information, you consent to
these transfers.
We will use all reasonable endeavours to keep your personal information in a secure environment,
however, this security cannot be guaranteed due to the nature of the internet.
We will use all reasonable endeavours to keep your personal information in a secure environment,
however, this security cannot be guaranteed due to the nature of the internet. These measures are

designed to assist in your personal information not being accessed by unauthorised personnel, lost or
misused. If you reasonably believe that there has been unauthorised use or disclosure of your personal
information please contact us (see below).
All reasonable steps are taken by us to ensure that your personal information held by us is accurate,
complete and up to date. If you believe that any of your personal information is inaccurate, please
contact us (see below) and we will take all reasonable steps to correct it within a reasonable timeframe.

DISCLOSING YOUR PERSONAL INFORMATION
We understand how important it is to keep your personal information private, so we will disclose
personal information we have about you only in certain specific circumstances, when:




you agree to the disclosure;
we use it for the purposes we collected it; or
disclosure is required or authorised by law.

To the extent permitted by law, we may also disclose information about you to:





related companies for marketing purposes;
the owners of MetCentre and 60 Margaret Street or managed by members of the Colliers
International from time to time;
third parties who provide services to Colliers from time to time;
government agencies as part of our statutory obligations,

or as otherwise permitted by law.

RIGHT OF ACCESS TO YOUR INFORMATION
You have the right to access, update and correct your personal information held by us. We will take
reasonable steps to ensure that personal information is up-to-date, accurate and complete.
If you wish to access, update or correct your personal information held by us, please contact the
MetCentre/ 60 Margaret Street General Manager, or the MetCentre Centre Manager, whose details
appear below,

Colliers Online Privacy Policy
WHAT INFORMATION WE COLLECT AND WHY
When you become a registered user of metcentre.com.au, or any associated site, including when you
use services offered by a (Site), subscribe to MetCentre Email Newsletters service or shop with
Participating Retailers, we may ask for:












your name;
your email address; and
in certain circumstances, your telephone number, address or credit card details.
On the Site we invite you to:
view Products from participating retailers;
shop with participating retailers;
set up a membership of the Site;
subscribe to MetCentre Email Newsletters;
purchase MetCentre Gift Cards
tell us about your shopping experiences by completing a customer service survey.

We collect this information in order to facilitate your access to the Site and the functionality provided by
the Site. If you do not provide us with this information, we may not be able to provide you with access to
all or part of the Site or functionality offered through the Site. In addition to the purposes set out above,
this information may be used by Colliers in connection with the management and security of the
MetCentre and the operation of the Site generally, and may be provided to law enforcement and
government bodies, insurers, Colliers staff and subcontractors, third parties who provide Colliers with
services from time to time and retailers for these purposes. The Customer Service Survey that you
complete will be used to help us improve our services at MetCentre, or to improve our Site.
OTHER INFORMATION WE COLLECT
We may also collect the following information during your visit to the Site and to the websites of
participating retailers:







the fully qualified domain name from which you accessed our Site, or alternatively, your IP
address;
the date and time you accessed each page on our Site;
the URL of any webpage from which you accessed our Site (the referrer);
cookies which track your visits to the Site;
the web browser that you are using and the pages you accessed; and
detail of the purchases you make on the websites of Participating Retailers.

We use this information so that we can tell which pages are the most popular and where shoppers
spend most of their time. We use this information to improve our site. If this information is linked with
personal information we hold about you as set out above, this information becomes personal
information and will be treated in the same manner as the personal information to which it has been
linked.
HOW YOUR INFORMATION IS STORED
Information held about you (for example, your E-mail Newsletter subscriptions) is held in a database.
The database is protected by a firewall as well as host-based security. Your personal data may be
transmitted over the Internet once it has been stored in the database and may also be transferred
across borders to foreign countries, where doing so is part of Colliers business practices relating to the
storage of data and where permitted by law. If Colliers ever has a requirement to transmit the data over
the Internet (for example, to transmit your purchase through a payment gateway or to make an off-site
back up) it will be in encrypted form. If you provide us with additional information to verify your identity,
we will destroy the copies of the documents you provide to us after we have successfully verified your
identity.

HOW YOU CAN UNSUBSCRIBE FROM THE EMAIL NEWSLETTERS SERVICE
You can choose to unsubscribe from our Email Newsletters service by clicking the “Unsubscribe” link in
any MetCentre Email Newsletter and deselecting your initial choices from the Email Newsletters
section.
There is no fee for this access.
ADVERTISERS AND PARTNERS ON COLLIERS INTERNATIONAL WEBSITES
Colliers may allow advertising on its Site from time to time. Once you have clicked on an advertisement
and have left the Site, our privacy policy no longer applies. You must read the privacy policy of the
advertiser or subsequently visited site to see how your personal information will be handled on those
sites. In addition, many business advertisements may be managed and placed on our Site by thirdparty companies. These “network advertisers” collect non-personal information when you click on or
scan one of their banner advertisements. The information is collected using technology, so you may not
realise it is being collected. The network advertisers collect this information so that they may show you
ads that are more relevant or interesting to you.
On occasion the Site may also provide content that is created by a third-party partner website. In some
instances the third-party sites will collect information in order to facilitate the transaction or to make the
use of their content more productive and efficient. In these circumstances the information collected is
shared between Colliers and our third-party sponsors.
DISCLOSING YOUR INFORMATION
We understand how important it is to keep your personal information private, so we will disclose
personal information we have about you only in certain specific circumstances, when:




you agree to the disclosure;
we use it for the purposes we collected it; or
disclosure is required or authorised by law.

We may also disclose information about you to:





related companies for marketing purposes;
the owners of the shopping centres managed by members of the Colliers International from
time to time.
third parties who provide services to Colliers from time to time; and
law enforcement and government agencies as required from time to time.

JUNK MAIL OR UNSOLICITED EMAIL
You will only receive emails from MetCentre if:


You subscribe to our Email Newsletters service. Our Email Newsletters will
keep you informed of the latest offers, current promotions and specials at MetCentre of your








choice and also Media Releases, If you no longer wish to receive Email Newsletters, you may
unsubscribe by logging into the Site and deselecting your choices from Email Newsletters;
A friend nominates you to receive a page from the MetCentre Site. The
email will be sent to you on behalf of your friend. You will not receive subsequent e-mails from
us, because Colliers will not record your e-mail address;
You request information about our services when you choose to contact
us. You will not be added to a mailing list of any kind and will only receive e-mail in the matter
that you have contacted us about;
You provide your details and request that we contact you when you
complete our Customer Service Survey or
They are otherwise relevant to the reasons for which we hold your email address, where we
are permitted to do so by law.

WHAT IS A COOKIE AND WHAT ARE THEY USED FOR?
A cookie is a text file placed into the memory of your computer by our computers. A copy of this text file
is sent by your computer whenever it communicates with metcentre.com.au. Colliers uses cookies to
identify you between multiple visits, to better understand how metcentre.com.au is used, and to provide
you information which may be of interest to you based on your previous visits to metcentre.com.au and
to provide targeted advertising to you (including through adservers and other third party advertisers)
when you visit metcentre.com.au and certain other websites where advertising is found from time to
time. We may provide the information we gather from cookies to third parties for these purposes and for
other purposes connected with metcentre.com.au. If cookie information is linked with personal
information we hold about you as set out above, this cookie information becomes personal information
and will be treated in the same manner as the personal information to which it has been linked. If you
do not want adservers or other third party advertisers to use cookies to provide you with targeted
advertising, we suggest you use an opt out mechanism which can be found on:




the Network Advertising Initiative opt-out provided
through http://www.networkadvertising.org/choices/DAA;
the Digital Advertising Alliance opt-out provided through http://www.aboutads.info/choices/; or
the Interactive Advertising Bureau (EU) opt-out provided
through http://www.youronlinechoices.eu.

General Information
TIPS ON SENDING US INFORMATION
While we do all we can to guard your privacy, no data transfer over the Internet is 100% secure. When
you share your information with us, it is at your own risk. There are ways you can help maintain the
secrecy of your information:



always close your browser when you have finished your user session; and
ensure others cannot access your personal information and emails if you use a public
computer.

IF SOMETHING GOES WRONG
Please contact us by email or by phone, if you believe:





someone has gained access to your personal information by mistake
we have breached our privacy obligations or your privacy rights in any way
you would like to discuss any issues about our privacy policy.

We will try to satisfy any privacy questions that you have and correct any errors on our part. If you still
have concerns please contact the General Manager of MetCentre / 60 Margaret Street by email on
Sally.Dare@colliers.com, or by phoning (+61 2) 9259 0900.
CHANGES TO OUR PRIVACY POLICY
This privacy policy relates to our current privacy standards. We may vary our privacy policy from time to
time. We will notify you of any changes by publishing the latest policy from time to time at
www.metcentre.com.au/privacy-policy.
FURTHER INFORMATION REGARDING AUSTRALIAN PRIVACY LEGISLATION
If you would like further information relating to the Australian Privacy Legislation and the Australian
Privacy Principles, please visit www.privacy.gov.au.
COLLIERS INTERNATIONAL CONTACT
Please contact the General Manager of MetCentre / 60 Margaret Street by email on
Sally.Dare@colliers.com, or the Centre Manager of MetCentre Lan Leung by email on
lan.leung@colliers.com or by phoning (+61 2) 9259 0900 during business hours or in writing to: the
General Manager MetCentre / 60 Margaret Street, Level 6, 60 Margaret Street, Sydney, NSW 2000.
if you believe;




someone has gained access to your personal information by mistake;
we have breached our privacy obligations or your privacy rights in any way; or
you would like to discuss any issues about our privacy policy.

MetCentre and 60 Margaret Street properties are owned by Mirvac Pty Ltd and One Managed
Investment Funds Limited and are managed by Colliers International
You can view Colliers Privacy Policy at http://www.colliers.com/en-us/privacypolicy

